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Higher-order interactions

Higher-order interactions are widespread in real-world complex systems and play a crucial role in the
functionality and robustness of these systems. In this paper, we introduce a cascading failure model with
interactions between individual nodes and groups by using hypergraphs to represent the systems with higher-
order interactions, where the failure of one individual within a group results in group-wide failure in a
probability g representing the interaction strength. Through extensive simulations and theoretical analysis, we
find that lower interaction strength leads to a gradual decrease in the final fraction of viable nodes. Conversely,
higher interaction strength results in a sudden drop in the final fraction of viable nodes at an infinitesimal
fraction of initiators. For both cases, the size of the giant component in the viable nodes undergoes a continuous
decline to zero at the critical fraction of initiators. Additionally, we identify two critical values for interaction
strength when the initiator fraction is infinitesimal. Failures rarely propagate if the interaction strength is
less than the first critical point. Beyond the first, failures propagate significantly, while surpassing the second
results in a completely fragmented state, impairing overall system functionality. This study provides theoretical
insights into the cascading behavior of systems with higher-order interactions, contributing to the construction
of more robust complex systems and the effective management of potential risk in complex systems with

higher-order interactions.

1. Introduction

In real-world infrastructures, the functionality and resilience of
complex systems are constantly at risk due to the potential for cascad-
ing failures triggered by external disturbance or attack. These systems
include power grids [1], communication systems [2,3], transportation
systems [4], and beyond, which can be characterized by a network com-
posed of interconnected nodes, and the failure of some nodes can cause
a domino effect, destroying the integrity of the system greatly [3,5]. For
example, in a power grid, node failures can lead to overloads, which
in turn can cause further failures in other nodes [1,6]. Similarly, in
cyberspace, the spread of viruses from certain hosts can be facilitated
through information transmission between interconnected nodes [7,8].

The cascading failure model, a fundamental tool for assessing the
robustness of complex networks, simulates how node or edge failures
in a system can incur a ripple effect that could potentially destroy
the entire network [9]. The modeling of cascading failures plays an
extremely important role in advancing our understanding of complex
network dynamics, which also provides a crucial theoretical founda-
tion for analyzing failure mechanisms and improving infrastructure
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protection [10]. Traditional models have laid the foundation for un-
derstanding cascading failures in networks, focusing on pairwise inter-
actions across diverse systems like power grids, social networks, and
information networks. Local dependency models, such as the threshold
model [11], bootstrap percolation [12], and k-core percolation [13],
explore how node failures propagate based on neighbors’ states, high-
lighting systemic vulnerabilities and conditions for global cascades.
Capacity-load models, such as the Motter-Lai model [14], investigate
the redistribution of loads during failures, extending their applications
to infrastructure systems like power grids, traffic, and data networks,
and offering strategies for flow redistribution and robustness opti-
mization [15,16]. Multilayer network models [17,18] advance this
understanding by incorporating interdependencies across network lay-
ers, unraveling critical thresholds, abrupt failures, and fragilities in
interconnected systems, such as cyber-physical or power-transportation
networks [19,20]. Together, these models emphasize the dynamics of
cascading failures, guiding interventions to enhance the resilience of
complex systems.

Cascading failure models have examined numerous factors impact-
ing system dynamics and robustness, including degree distribution
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heterogeneity [21,22], degree correlations [23], clustering [24,25],
modularity [26], and latent geometry [27]. These factors are crucial for
assessing network robustness and predicting failures [28,29]. Robust-
ness strategies vary with attack types, such as deliberate [30,31], ran-
dom [32], and localized attacks [33,34]. Defenses include identifying
and protecting critical nodes [35], optimal percolation [36], and ma-
chine learning techniques [37,38]. Additionally, responsive strategies,
such as spontaneous recovery [39,40], microscopic interventions [41,
42], and edge-repair techniques [43], enhance network resilience and
mitigate cascading failures.

Recent research in network science has significantly advanced our
understanding of complex systems, uncovering that interactions within
biological, social, and engineering systems often transcend simple pair-
wise manner [44]. The higher-order interaction describes a group
of nodes engaging in collective behaviors that cannot be fully ex-
plained by examining pairs of nodes independently [45,46], which
opens new avenues for understanding the robustness of complex net-
works and has garnered increasing attention [44]. By incorporating
higher-order interactions into models of cascading failures, researchers
have examined the response of overall connectivity in hypergraphs
or simplices to random or deliberate attacks, based on percolation
models [47-51]. Furthermore, threshold models have been introduced
into hypergraphs to study cascading failure dynamics under higher-
order interactions, taking into account the response of nodes to the
proportion of failed neighbors [52] or other failed nodes within the
same hyperedge [53]. Concurrently, there has been extensive research
and concern regarding cascading failures on multilayer hypergraphs,
considering the interaction between multiple hypergraphs [54-56].

This perspective offers a more comprehensive view of how systemic
vulnerabilities emerge and failures propagate, which is critical for ac-
curately modeling the subtle mechanisms underlying cascading failures
in complex systems. For instance, the introduction of higher-order in-
teractions can provide a more realistic description of the complexity of
different levels of interactions from micro to meso, and meso to macro
in real-world infrastructures, i.e., node-to-group and group-to-system
interactions. Modeling the cascading dynamics in complex systems with
higher-order interactions not only deepens our understanding of system
robustness but also provides insights for designing more resilient and
robust systems. For example, this hierarchical approach allows for the
control and prediction of macro-level cascading failure behaviors from
a micro-level perspective, as well as the analysis of the mechanisms
behind cascading failures through a meso-level angle. However, most
existing studies focus on pairwise interactions to explore system ro-
bustness, leaving the role of interaction hierarchy, particularly in the
context of node-to-group interactions, largely unexplored.

This paper aims to focus on the dynamics of node-to-group in-
teractions, examining how interaction hierarchy influences system ro-
bustness against cascading failures. In this study, hypergraphs are
used to characterize complex systems, exploring a probabilistic form
of interactions between nodes and hyperedges, where a failed node
affects the whole group it belongs to with a certain probability. This
probabilistic nature reflects uncertainties in real-world systems, where
the failure of a single component might occasionally lead to systemic
group-level consequences. This interaction rule enables us to study how
uncertainties and higher-order dependencies shape the robustness of
complex systems under cascading failure scenarios. This mechanism
is applicable in various scenarios, such as disease spreading among
individuals in social circles, and propagation of news across different
topic categories. Similarly, in financial networks, the mechanism re-
flects that the distress of a financial institution may affect the stability
of each sector or market it involves with a certain probability. Based
on the proposed model of cascading failures, this study investigates
the robustness of random and scale-free hypergraphs under cascading
failures.

The main contributions of this work are as follows: (I) We propose
a novel cascading failure model that incorporates higher-order inter-
actions between nodes and groups, advancing the traditional pairwise
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interaction framework. In this model, the failure of an individual node
in a group causes all nodes in the group to fail with a probability g,
where # quantifies the interaction strength between nodes and groups.
At the same time, a theoretical framework is developed to analyze
our model. (II) We conduct comprehensive simulations and theoretical
analysis to study the effects of key parameters, such as the initial
fraction g of failed nodes and the interaction strength f, on system
robustness. Our results also reveal distinct cascading behaviors depend-
ing on f: for smaller § values, the steady-state proportion of viable
nodes consistently decreases as ¢ increases, eventually reaching zero
when g — 1. Conversely, for larger f, a small initiator fraction (¢ — 0)
triggers an abrupt, system-wide failure, followed by a gradual decrease
in the surviving node proportion as g increases, reaching zero at ¢ — 1.
(III) We identify two critical values, f., and f,,, that delineate different
failure regimes when ¢ — 0. When § is less than f,,, initial failures
almost cannot propagate in the system. When f exceeds f,;, even a
minimal initial failure fraction can propagate to a significant portion
of the hypergraph. Beyond the second critical value, f,,, the system
becomes completely fragmented, rendering it incapable of maintaining
overall functionality. These findings highlight the critical role of higher-
order interactions in shaping the robustness and cascading dynamics of
complex systems.

2. Model

We present a model designed to simulate the dynamics of failure
propagation within systems with higher-order interactions, exemplified
by scenarios such as the propagation of worm-virus infections in in-
formation networks or cascading failures in power grids. Our model
is embedded within a hypergraph, characterized by N nodes and M
hyperedges, where each node represents an individual, while each
hyperedge delineates a group of nodes involved in higher-order interac-
tion. The number of hyperedges that a node participates in is quantified
by an integer variable k, which is the hyperdegree of that node and
follows a probability distribution P(k). Simultaneously, each hyperedge
contains a number m of nodes, which is called cardinality, i.e., the
cardinality represents the size of the group (hyperedge) in terms of the
number of nodes that participate in higher-order interactions within
that group, and the cardinality distribution Q(m) governs the variation
in group sizes across the hypergraph. A hypergraph can also be rep-
resented as a bipartite graph, where one set of nodes represents the
nodes of the hypergraph and the other set represents its hyperedges.
If a node is a member of a specific hyperedge, a link is established
between the node and the hyperedge in the bipartite graph. Using
this representation, we can identify the hyperdegree of nodes and the
cardinality of hyperedges, as illustrated in Fig. 1(a).

At the beginning, a predetermined fraction ¢ of nodes within the
hypergraph is designated as failures. These nodes act as initiators,
propagating the failures to the groups to which they belong. In typ-
ical scenarios, nodes within the same group exhibit close ties and
share similar protective measures and vulnerabilities. For instance,
computers within the same local area network (LAN) often deploy iden-
tical antivirus software. Consequently, when one computer becomes
infected, the remaining nodes may swiftly succumb to the contagion.
This phenomenon is observed not only in LANs but also in household
settings, where the infection of one member can lead to the infection
of others. Similarly, in biological systems, the failure of one critical
component of a multi-protein complex can disrupt the functionality of
the entire complex. All these instances show that, when a node within
a hyperedge becomes a potential source of failure, the hyperedge has
a certain probability of collapsing, and all nodes within this group
will fail. In this paper, we employ the parameter § to characterize the
probability of collective collapse among the remaining nodes within a
hyperedge when one node fails. This probability quantifies the interac-
tion strength among nodes within a hyperedge and provides a flexible
mechanism to capture varying dependency levels. When g = 1, the
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Fig. 1. Schematic diagram of hypergraph (a) and the probabilistic node-to-group interaction (b). (a) The bipartite representation of a hypergraph comprising N = 11 nodes and
M = 6 hyperedges, from which we can clearly identify the hyperdegree of nodes and the cardinality of hyperedges. (b) When node 1 fails, the hyperedges el and ¢2 to which it
belongs collapse with probability . Due to the probabilistic nature of the failure, el does not actually collapse, while e2 does.

failure of one node deterministically causes all remaining nodes in the
hyperedge to collapse. When p = 0, there is no failure propagation
within the hyperedge, meaning the failure of one node does not affect
its hyperedges or other nodes. When 0 < f < 1, there is a probabilistic
chance that all the remaining nodes within the hyperedge fail if one
node fails, which describes the situation that a group of nodes can
be infected collectively by one failed member with probability g or
none of members are infected with probability 1— g, as schematized in
Fig. 1(b). This modeling approach also describes the real-world behav-
ior of complex systems, where failures are rarely deterministic but often
subject to stochastic influences like load fluctuations, redundancy, and
environmental factors. It should be noted that when one node infects
one of its hyperedge successfully, all nodes in that hyperedge will fail
and the hyperedge will collapse at the same time. This mechanism is
very different from the study by Liu et al. [55], where the failure of
a node within a hyperedge does not result in the failure of the other
nodes, and the hyperedge itself disintegrates with a certain probability,
just losing its connectivity.

As the cascading failure is triggered by initial failures, the failures
propagate iteratively from nodes to hyperedges and from hyperedges to
nodes, ultimately leading the system to a steady state, as schematized
in Fig. 2. Within this model, we utilize two metrics to assess the
integrity of the steady-state hypergraph: the proportion T of viable
nodes in the hypergraph and the relative size S of the giant component
composed of viable nodes in the remnants of the hypergraph. This
study investigates cascading behavior on two types of hypergraphs:
Erd6s-Rényi random hypergraphs and scale-free hypergraphs. In ran-
dom hypergraphs, hyperdegrees of nodes follow a Poisson distribution
P(k) = (kYe=%) /k!, where (k) is the average hyperdegree. In scale-free
hypergraphs, hyperdegrees of nodes follow a power-law distribution
P(k) ~ k™7, where y is the power exponent, and k lies within the
range [K,i,» knax)- FOr these two types of hypergraphs, the cardinality
distribution is set as the Poisson distribution, i.e., Q(m) = (m)"e=™ /m|,
where (m) is the average cardinality.

By applying our model, we can investigate the impact of different
hyperdegree distributions, interaction strengths, and initial fractions of
failures on failure spreading in complex systems with node-to-group
interactions. This model captures some essential properties of complex
systems and promises to provide some understandings of cascading
failures across diverse real-world infrastructures. In information net-
works, it aids administrators in predicting virus spreading dynamics
and refining preventive plans. In power networks, it offers insights into
failure cascading, enabling proactive resilience measures. Moreover, in
cybersecurity, our model aids in comprehending threat propagation and
strengthening security measures.

3. Theory

We introduce two auxiliary variables, R and R, to calculate T and .S
based on a branching process-based approach [32,53,57]. Specifically,
R represents the probability that one random hyperedge accessed by
one randomly selected node does not collapse in the steady state
when the cascading process ends. On the other hand, R represents the
probability that one randomly chosen node from one randomly selected
hyperedge is a viable node in the steady state.

The cardinality distribution of a randomly accessed hyperedge, orig-
inating from a randomly selected node, is given by m. In the steady
state, assuming that there are n failed nodes among the m — 1 nodes
except for the randomly selected one in the hyperedge, the distribution
of n follows a binomial distribution ('"':I)R’"*lf"(l —R)". As aresult, the
probability of a random hyperedge accessed by a random node being
viable is:

m—1
5 Z O(m)m 2 _pyn (M1 pm-t-ngy _ pyn
= m <m> n=0(1 ﬂ) < n )R (1 R) ’ (1)

For a randomly selected node from a randomly chosen hyperedge,
the probability of the selected node with a hyperdegree k is given
b %";k. If the selected node is a viable node, all other hyperedges
that include it should be uncollapsed in the steady state except for
the randomly chosen one. Therefore, the probability of the randomly
selected node being viable can be written as

R=(-g 3 ZEER @
k

Based on Egs. (1) and (2), we can obtain the solutions of R and R
given a specific hyperdegree distribution P(k), cardinality distribution
Q(m), and the fraction ¢ of initiators. For a viable node in the steady
state, all hyperedges that contain the node should be in an uncollapsed
state. Thus, we can further get the final fraction T of viable nodes in
terms of R:

T=(-q) Y PR ©)
k

As failures propagate through the hypergraph, the number of failed
nodes within each hyperedge changes dynamically, and some hyper-
edges themselves may fail entirely. Consequently, the final cardinality
distribution Q’(m) of uncollapsed hyperedges composed of viable nodes
and the hyperdegree distribution P’(k) of viable nodes included by
uncollapsed hyperedges will be different from those of the initial hyper-
graph. As the collapse of any hyperedge would result in the nodes that
it contains becoming failed ones, one viable node should keep its initial
hyperdegree in the steady state. Therefore, the hyperdegree distribution
of the hypergraph in the steady state is P'(k) = (1 — @)P(k)R¥, and the
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Fig. 2. Schematic diagram illustrating the process of cascading failures with a fixed g: (a) Node 1 initiates the cascading failures, transmitting the failures to its group, el. (b)
With probability g, hyperedge el fails, and node 2 becomes the failed one. Node 2 then transmits the failures to its connected groups, ¢2 and e3 will collapse with the probability
B, independent of the others. (c¢) Similarly, hyperedge ¢2 collapses, leading nodes 3 and 4 to become the failed ones. (d) In the same way, hyperedge e4 collapses, and node
6 becomes the failed one. The system then stabilizes and ends. Then, we observe that the failed nodes 1, 2, 4, and 6 influence a total of 5 hyperedges, but in reality, only 3

hyperedges fail. From this cascading failure event, the average probability of g is 0.6.

final average hyperdegree (k) = Y, P'(k)k. For a hyperedge with a
steady-state cardinality of m’, its original cardinality m must be greater
than or equal to m’. Based on the initial cardinality distribution Q(m)
of the hyperedges and the probability R that a randomly chosen node
within a random hyperedge is a viable one in the steady state, we can
derive the distribution of steady-state cardinalities:

Q'my="Y, oma -p"" ( ;",)1%’"’(1 - R, )
m>m'

where ( n':’,) is the binomial coefficient, representing the ways m’ nodes
can remain viable out of m total nodes, and (1 — ﬂ)’"""' represents
the probability that a hyperedge remains viable despite having m — m’
failed members. Based on Q'(m’), the average cardinality (m)’ of the
hyperedges after the cascading failures can be calculated as (m)’ =
> Q' (mym.

Based on the steady-state cardinality distribution Q'(m) and the
steady-state hyperdegree distribution P’(k), we can determine the rel-
ative size S of the giant component composed of viable nodes [32,54,
55]. To begin with, we introduce the probability S, which signifies the
probability that a randomly chosen hyperedge, selected through a ran-
dom node, can connect to the giant component. Based on a branching
process-based approach [32,53], the probability $ can be recursively
defined. It represents the probability that the remaining nodes within
a hyperedge can, through their other hyperedges, establish at least one
connection to the giant component. Considering the excess hyperdegree
distribution of a random node in that hyperedge as P’(k)k/(k)’, the
probability that a random node in that hyperedge does not connect to
the giant component is calculated through the remaining hyperedges,
and is given by ¥, P'(k)k/(k)' (1 — $)*~!, where (1 — $)¥! is the
probability that none of the remaining k — 1 hyperedges (excluding the
one being considered) connects to the giant component. Additionally,
the probability that a randomly chosen hyperedge from a node has
cardinality m, given by Q'(m)m/{(m)’. Excluding the randomly chosen
node, the probability that none of the remaining m—1 nodes can connect
to the giant component is [Y, P’(k)k/(k)' (1 —$)*~1"~1. Therefore, the
probability $ is determined by the following self-consistent equation:

oy O POk o]
S=% <mn;fm{1‘[; -9 } ®)

According to $, we can calculate the probability .S that a random
node can connect to the giant component, i.e., the relative size of the

giant component, as

S=(1—q)2P’(k)[1—(1—.§)k]. ®)
k

Based on the Taylor expansion of Eq. (5), we can obtain the
condition for the emergence of non-trivial solutions for S as follows:
(k)" (m)’
=1. 7
(k(k — D)) (m(m — D))

According to the steady-state hyperdegree distribution P’(k) and
the steady-state cardinality distribution Q’(m), we can determine the
relationship between the critical values of R, and R, at which a non-
trivial solution for S appears. Subsequently, based on Egs. (1) and (2),
we can obtain the critical value g, at which the giant component com-
posed of viable nodes disappears. See the derivations and explanations
in Appendix A for details.

4. Simulation

Fig. 3(a-b) illustrates the variation of the steady-state proportion
T of viable nodes with the initial proportion g of failed nodes. It is
evident that for both random hypergraphs and scale-free hypergraphs,
T decreases from 1 to 0 as g increases from 0 to 1. At low values of 8,
T decreases continuously. However, as f increases, T suddenly drops
from 1 to a nonzero value T, at ¢ — 0, followed by a continuous
decline to 0 as g increases to 1. This suggests that when g is low,
it is challenging for a small initial fraction of failed nodes to spread
extensively. Conversely, higher  enables even a small initial fraction
of failed nodes to propagate widely. Fig. 3(c-d) depicts the final relative
size S of the giant component versus g for different g. Similarly, §
decreases with the increase of ¢, and for low g, it continuously declines
until reaching 0 after surpassing a critical point g,. With increasing 8, S
experiences a sudden drop at ¢ — 0, followed by a continuous decline
to 0 at a critical point g.. These results highlight the significant impact
of the model parameter f on the scale of the final failure propagation.
Larger p values lead to lower proportions of viable nodes in the final
hypergraph, with smaller critical points ¢, being observed at which the
giant component formed by viable nodes disappears.

Typically, the outbreak of large-scale diseases, the spread of worm
viruses, and widespread cascading failures often originate from the
infection of a small fraction of initial nodes. As shown in Fig. 3, even
a small fraction of initiators can quickly spread to a considerably large
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Fig. 3. (a-b) show the final fraction 7" of viable nodes versus ¢ with different g for random hypergraphs and scale-free hypergraphs, respectively. (c—d) depict the relative size .S
of giant component versus ¢ with different g for random hypergraphs and scale-free hypergraphs, respectively. In the four panels, symbols represent simulation data, and dotted
lines represent theoretical predictions. For random hypergraphs, the parameter settings are (k) = 4 and (m) = 4. For scale-free hypergraphs, the parameters of the hyperdegree

distribution are specified as y = 2.6, k,,;, =2, and k,,,, = 132. The simulation results are obtained as the mean of 50 independent runs, and the hypergraph size is N = 10°.
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Fig. 4. The graphical solutions of Eq. (8). (a) the graph illustrates the results of a random hypergraph with g = 0.05 for ¢ = 0.0,0.2,0.4,0.6 and 1.0. (b) the graph illustrates the
results of a random hypergraph with g =0.15 for ¢ =0,0.2,0.4, and 0.6. (c) the graph illustrates the results of a random hypergraph with fixed ¢ =0 for g =0,0.062,0.15 and 0.2.
Both the hyperdegree distribution and cardinality distribution of the hypergraph follow Poisson distributions with (k) =4 and (m) = 4, respectively.

scale for some large values of g. Therefore, studying the spread of

to 0. However, for larger values of g, as shown in Fig. 4(b), R exhibits
bifurcation at ¢ = 0, indicating the existence of two solutions: R = 1

failures in the scenario of a very small number of initially failed nodes is
meaningful. The magnitude of failure outbreak is measured by the final
fraction T}, of viable nodes when ¢ — 0, which can be solved based on
the theory in the case of ¢ = 0. Here we define g = 0 in two scenarios.
In the first scenario, there are no initially failed nodes in the system,
while in the second scenario, the number of initially failed nodes is
extremely small, such that the fraction ¢ is negligible when the overall
system size N — oo. By substituting Eq. (1) into Eq. (2) and imposing

and R # 1. The former represents the scenario where there are no initial
failed nodes in the system, and the system therefore remains intact
without cascading failures occurring. In contrast, the latter represents
the scenario where an infinitesimal proportion of initial failed nodes
exists. This extremely small fraction of initial failures can trigger cas-
cading processes, resulting in a significant reduction in the fraction of
viable nodes in the system. By determining the presence of bifurcation

q = 0, we obtain the equation:

2z

P(k)k
(k)

Q(mym
(m)

m—1
Ya —ﬁ)”(’” !
n=0 n

)Rmflfn(l _ R)n

k-1

—-R=0.

(8

Defining the left side of the Eq. (8) as F(R), we can obtain R by
solving F(R) = 0. Fig. 4(a) shows the solution of R changes with the
decrease of g for a low value of g, from which we observe that the
solution of R increases continuously from 0 to 1 as g decreases from 1

at ¢ = 0, we can identify the condition under which a failure outbreak
occurs even with an infinitesimal proportion of initiators, ultimately
determining the fraction of viable nodes in the steady state. Fig. 4(c)
displays the variation of R’s solutions with g at ¢ = 0. We observe that
bifurcation emerges when the curve F(R) tangentially intersects the R-
axis at the origin. Therefore, we can obtain the critical value g,, for
failure outbreak by taking the derivative of Eq. (8) at R = 1:

(k) {m)

Per = Tk =) (mm =1y

©)

Fig. 5(a-b) depicts the variation of the steady-state proportion T, of
viable nodes with respect to # when the initial fraction of failed nodes
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Fig. 5. The variation of the steady-state proportion T, of viable nodes, the relative size .S, of the giant component, and the susceptibility y concerning the parameter f when
the fraction of initiators is infinitesimal (¢ — 0). Specifically, ¢ is equal to 0.001 for our simulations. Panels (a), (¢), and (e) present the results for random hypergraphs, while
panels (b), (d), and (f) display the results for scale-free hypergraphs. In the case of random hypergraphs, the average hyperdegree (k) is set as 4. For scale-free hypergraphs,
the parameters of the hyperdegree distribution are specified as y = 2.6, k,,;, = 2, and k,,, = 132. In panels (a-d), symbols represent simulation data, and dotted lines represent
theoretical predictions, and Panels (e-f) display the simulation results. The simulation results are obtained as the mean of 50 independent runs, and the hypergraph size is N = 10°.

In all panels,
region of partial disruption, and the region of complete disruption.

is extremely low, i.e., ¢ — 0, for both random hypergraph and scale-free
hypergraph, respectively. Fig. 5(c-d) present the corresponding results
for the relative size S, of the giant component. Observably, when g is
relatively small, the initial failed nodes struggle to spread in the system,
maintaining a constant proportion of viable nodes. As # increases to a
critical point g, the diffusion range of initial failed nodes starts to
increase. This is evidenced by a decrease in the proportion of viable
nodes and a gradual reduction in the size of the giant component.
Further increase of f to the other critical point g,, results in the size of
the giant component formed by viable nodes dropping to zero.

The size S, of the giant component and the critical value g, do not
have explicit analytical expressions. Below, we describe the calculation
steps for these quantities. We begin by determining the steady-state
probabilities R and R when g — 0, denoted as R, and R,, respectively.
Using these probabilities, we derive the final hyperdegree distribution
P'(k) and the final cardinality distribution Q’(m) in the steady state.
To determine the relative size S, of the giant component for various
interaction strengths g, initial average cardinalities (m), and initial
average hyperdegrees (k), one can solve Eq. (5), which determines S,
the probability that a randomly selected hyperedge connects to the
giant component when ¢ — 0. Substituting S, into Eq. (6) provides
Sy, which represents the probability that a randomly chosen node
in the system belongs to the giant component. Regarding g,,, it is
determined based on the critical condition for the emergence of the

., and f,, are identified as the phase transition points that divide the parameter range into three distinct regions: the region of a complete giant component, the

giant component in the hypergraph when ¢ — 0, as specified by
Eq. (7). The calculation involves using the steady-state hyperdegree
distribution P’(k) to evaluate the first- and second-order moments
of the hyperdegree distribution. Similarly, the steady-state cardinality
distribution Q’(m) is utilized to compute the first- and second-order
moments of the cardinality distribution.

Therefore, the steady state of the entire system after failure propaga-
tion can be categorized into three regions: a region where failure cannot
spread, corresponding to f < f.,; a region where only a certain propor-
tion of nodes can fail, corresponding to ., < f < f.,; and a region
where the system is entirely disrupted and the system cannot maintain
its original functionality by forming a giant component through viable
nodes, corresponding to f > f,,. This result indicates that, when the
fraction of initiators is infinitesimal (¢ — 0), with the increase of g, the
size S, of the giant component formed by viable nodes first undergoes
a phase transition partial disruption and then experiences complete
destruction in a phase transition manner. This phenomenon is further
supported by examining the peaks of the susceptibility y at these two
phase transition points, as shown in Fig. 5(e-f). Here, susceptibility
denotes the fluctuation of the size G of giant component, which is
defined as y = % [58].

Simultaneously, we observe that, whether in a scale-free hypergraph
or a random hypergraph, although the positions of the phase transition
points may differ, the qualitative results remain consistent. Specifically,
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Fig. 6. Theoretical results for the variation of the final giant component size S, in the parameter space of (m) and p for random hypergraphs (a) and scale-free hypergraphs (b)
when the fraction of initiators is infinitesimal (¢ — 0). The dotted line outlines the theoretical critical point g,, and solid line outlines the theoretical critical point f.,. The average
hyperdegree (k) is set to 4 for both random hypergraphs and scale-free hypergraphs. For scale-free hypergraphs, the parameters of the hyperdegree distribution are specified as

y =26, k,;, =2, and k,,, = 132.

min ‘max

when f is excessively small, the system is robust to the failure propa-
gation and the initial failure is hardly to spread in the system. As g
increases to a critical value g,;, only a certain proportion of nodes can
fail. Moreover, when g increases to another critical value f.,, viable
nodes cannot connect together to form a giant component, leading to
the entire system being in a fragmented state. Fig. 6(a-b) illustrates
the variation of the final giant component size S, in the parameter
space of (m) and p for random hypergraphs and scale-free hypergraphs,
respectively, with an infinitesimal fraction of initiators (¢ — 0). It
can be observed that for any given (m), there exist two critical points,
p. and B,,, dividing the parameter space into three main regions: the
region of a complete giant component, the region of partial disruption,
and the region of complete disruption.

5. Conclusion

This paper introduces a cascading failure model based on hyper-
graphs to capture higher-order interactions within complex systems.
This model considers interactions between individual nodes and hy-
peredges, where a probability parameter § determines the group-wide
failure if one individual node within a hyperedge fails. The parameter
p describes the mechanism of probabilistic node-to-group interactions,
and characterizes the probability that the failure of one node will cause
the collective failures across all other nodes in the same hyperedge,
thereby affecting the stability of the entire hyperedge. Through ex-
tensive simulations and theoretical analysis on random hypergraphs
and scale-free hypergraphs, our study reveals that the response of the
system to failure propagation is significantly influenced by the model
parameter f. For lower values of f, the system exhibits a gradual
decline in the final proportion of viable nodes with an increase in
the initial fraction of failed nodes. Conversely, higher values of g lead
to a sudden drop in the final proportion of viable nodes at a very
small fraction of initiators. Two critical values for g are identified
under conditions of extremely low initial failed nodes, dividing the
parameter range into three main regions: the region of a complete giant
component, the region of partial disruption, and the region of complete
disruption.

The findings highlight the importance of higher-order interactions
in understanding the dynamics of cascading failures in complex sys-
tems. The model parameter f plays a crucial role in determining the
robustness of the system, with larger f values indicating a higher
susceptibility to widespread failures. The study underscores the need
to consider the node-to-group interactions in addition to node-to-node
interactions, providing a more detailed description of cascading failures
in real-world infrastructures. By applying this proposed model to both

random and scale-free hypergraphs, we show consistent qualitative be-
havior despite differences in hyperdegree distribution of hypergraphs.
These results have implications for risk management and robustness
enhancement in various domains such as power grids, information
networks, and financial systems. Understanding the conditions under
which small initial perturbations can lead to system-wide failures is
essential for developing effective strategies for building resilient and
sustainable complex systems. The model provides theoretical support
for designing systems that can better withstand the impact of cascading
failures.

Further research can explore additional factors that influence the
cascading failure dynamics in higher-order interaction systems. In-
corporating more realistic features and complexities, such as tempo-
ral dynamics, heterogeneous node and group properties, interaction
strengths, and adaptive behaviors, can enhance the applicability of
the model to a broader range of scenarios. Additionally, empirical
validations using real-world data and case studies can provide insights
into the practical implications of the proposed model.

Furthermore, extending the research to explore mitigation strategies
and intervention techniques in the context of higher-order interactions
would be valuable [39,41-43]. Identifying and protecting key nodes
to prevent or mitigate failure propagation can improve risk manage-
ment [35,38]. In addition, prediction of cascading failures [29] and
optimizing strategies for system robustness also have practical appli-
cation value for complex systems with higher-order interactions [37,
38].

In conclusion, the presented model of cascading failures on hyper-
graphs offers a promising framework for understanding and addressing
the challenges posed by higher-order interactions in complex systems.
Ongoing research in this direction can contribute to the development
of resilient and sustainable infrastructures in the face of potential
cascading failures.
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Appendix A. Derivation of critical condition for the emergence of
the giant component and the critical value g,

According to the steady-state hyperdegree distribution P’(k) and
the steady-state cardinality distribution Q’(m), the critical value R, is
determined as the point at which non-trivial solutions for S appear.
This section outlines the determination of the critical condition and the
critical value ¢, for the emergence of the giant component.

A.1. Determination of the critical condition for the emergence of the giant
component

The critical condition for the emergence of a giant component in
the hypergraph is given by Eq. (7), rewritten here for convenience:

Q' (m)m P/ (k)k ag—p]m !
=2 "y {1‘@ iy =9 } a1

Near the critical point, S is close to zero. Let $ = ¢, where ¢ — 0.
Performing a Taylor expansion of Eq. (A.1) around ¢ = 0, we obtain:

€~2Q(m)m {1_[1_ZP<I(CI;,)k(k_1)€+O(€2)] ‘}, (A.2)

Keep the first order in ¢, this simplifies to:

o (m)m P'(b)k
e Z {(m ) ; W (k l)e} . (A.3)
Factoring out ¢ and rearranging, we find the critical condition:
(k) (m)’

=1 A.
k= DY mm =1y Ao
where (k)’ and (m)" are the first-order moments, and (k(k — 1))’ and
(m(m — 1))’ are the second-order moments of the steady-state distri-
butions P’(k) and Q'(m), respectively. The critical value R, and R, is
obtained by solving Egs. (A.4), (1) and (2) simultaneously.

A.2. Determination of the critical value q,

If the initial hyperdegree distribution P(k) and cardinality distri-
bution Q(m) follow Poisson distributions, it is possible to simplify
calculation process of g,.

(1). Calculating the Steady-State Distributions. Suppose the initial
distributions are given as:

(kyke= (k)
Pl)= ——7—. Q(m)=
where (k) and (m) represent the mean values of P(k) and Q(m), respec-
tively. At ¢ — ¢,, the steady-state distributions are:
Q'(m)="Y, Qm)1 - py"™ ( ;”) RY(1—R)"™.

m>m'

(m)me=(m)

m

P'(k) = (1 - ) P(k)RE,

(2). Simplifying P’(k) and Q'(m’). Substituting the Poisson distribu-
tion P(k) into the formula gives:

kyke=(k) kYR Yke=Re(k)
Pk = (1 - o) >ke' = G0 c;de a

Thus, P’(k) remains a scaled Poisson distribution with a new mean:

(k) = (k)R,.

~(1=R)(k)

—q)e

For Q'(m'), assuming Q(m) is Poisson with mean (m), we have:
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o'’y =

(mymem) 3 mi(1 = "

m 1 m—m'
m! (m—m")\m'! RI(1-R) ’

m>m'

Using the properties of Poisson distributions and summations, Q'(m’)
can be simplified as

Oy = (Rc(m>) mI=1+1-p)1-R)]

which is also a Poisson-like distribution with a new mean:

(m) = (m)R..

(3). Critical Condition for ¢,. The critical condition is given by:
(k) (m)’
(k(k = 1)) {m(m = 1))/
For Poisson distributions, the moments are:
(k(k = D) = (k)% (m(m = 1)) = (m)*.
In the steady state, these simplify to:
DY = (R,

=1

(k) = (k)R.. (m)' = (m)R,. (kik— (m(m =D = (m)R,)*.

Substituting these into the critical condition gives:
(k)R- (m)R,

((kYR)2((m)R, %
Solving this yields:
A 1
R.R. = ——.
(k){m)
(4). Calculation of fzc. From the steady-state equation for R:

m—1
5 _ Q(m)m g\ m—1 m—1-ngq _ n
RC—; ) ;(1 ﬁ)( i >RC (1-R,)".

Substitute Q(m) as a Poisson distribution:

m ,—(m)
o =

m!
Then:
D <m>me (m) n -1 m—1-n n
Ro=3)"—— — Z(l—ﬂ)< )R =11 = R)".
Simplify:

m—1 —(m)
R, = Z <m> 2(1 ﬁ)"< 1>R"’ (1= R,Y".

Shift index m — 1 = j:

R O (mye=(m i\ i
Re=Y ==X a-p(; )JRA- R

j=0 n=0
The inner summation simplifies to:

J . .
> PV =p"a = RY'RI" = [R,+ (1= )1 - R
n=0 n
Thus:

R R+(1—ﬂ)(1—R))]

o 3 Lm)¢
R, Z T
The summation is the expansion of e(™R:+1-AU-RI gq;
R, = emIRH1=P1-RO-1]

(5). Expression for g.. From the steady-state distribution equations,
R, and R, are related as:

PRI L)

For Poisson P(k), the summation simplifies to:
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R.=(1- qc)e(k)(ﬁc—l)_

Combining this with R, = e(™IRe+(1-A1=R)-1] and the critical condition
R.R, = W’ we can eliminate the unknown variable R, and get a
equation system:

1
R = (1 = gl T ~9),
Rc<m)(k)e<m>[RC+(1_ﬂ)(l_RC)_1] =1.

(A.5)

Through the above system of equations, the critical point g, can be
determined for any given g, (k), and (m).

When the hyperdegree distribution of the hypergraph follows a
power-law, although the simplified calculation formulas cannot be ob-
tained, similar computational steps can still be followed in a numerical
way.
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